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The TDP documents were reviewed for accuracy, completeness, and compliance to the VVSG.
The TDPdocunentation serveas the basis fodesign and development of all functional tests
Functional testing also identified text in the TDP that conflicted with the actual operation of the
system. These discrepancies were reported to Unisyn and tracked ascégdioes until
verified that the applicable documents had been corrected

The review results were recorded in a worksheet that provided the pass/fail compliance to each
applicable VVSG requirement Unisyn corrected each nonconformance observation and
resibmitted the associated documents for reviewhis process continued until the TDP
complied with all TDP Standards.

A summary of the TDP issues encountered is provided bel&W.TDP issues listed were
resolvedprior to review conclusian

System @erview (04-00446)

¢ Initially some information describing the OVS was inconsistent with information in the
Software Design and Specification document.

e Documents were referenced for information which were not included in the TDP
package.

System FunctionaltDescription(04-00444)

e Information in some sections of the document was incommstedicated by internal
placeholder comments.

¢ Information included was inconsistent with other TDP documents Security
Specification, individual user guides)In some instances, was repeated from other
documents, but not always updated when revised in the other documents.

System Hardware Specificatig®4-00458)

e The hardware described was not consistent with the hardware configuration received for
testing.

¢ Some COB information was not submitted (e.g. wiring diagrams).
SoftwareandDesign Specificatioi04-00464)

e Not all VVSG requirements were fully described (for example, programming
specification details).

e Document contained missing information in some sections
Security Specificatioi04-00447)

e Some user rolenformation needed clarification.
System Test and Verification Pl&d4-00453)

e Testing documenidentification information was inconsistent with that in the Quality
Assurance Plan.
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User Guideg(04-00427, 0400428, 0400429, 0400430, 0400431, 0400432, 0400433, 04
00460, 0400462, 0400463, 0400495

e Some of the individual user guides included information which conflicted with the actual
information encountered when verified during the testing pepag.somescreenshot
information in the users guides differed from actual screens on the test equipment).

System Maintenance Procedu(64-0000459)

¢ Component descriptions were not as complete as the Hardware Specification.

e Some maintenance tasks wdisted but some tasks were not fully described.
Personnel Training and Deploymé&f#-00445)

e Training requirements had not been addressed.
Configuration Management Pl#94-00448)

e |ILTS ISO documents were referenced for much information concerning gyt
Configuration Management process, but these documents were not included in the TDP
package.

¢ Not all VVSG requirements were initially addressed (e.g. baseline and promotion of all
components).

Quality Assurance Plaf©4-00454)

e The Quality Assurancel&h referenced ILTS ISO documentation for much of the QA
process. These documents were not included in the TDP package.

¢ Build deployments and incident tracking information was not clearly defined.
Test Cases

e Incomplete test case information was initialypmitted.

The TDP Review CrosReference Matrix is provided in table on the following pages.
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Volume

VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

VII, Sec. 2

Description of the Technical Data
Package

Vil, 2.1

Scope

This subsection contains a description of
the vendor documentation relating to the
voting system that shall be submitted wit
the system as a precondition of national
certification testing. Anynformation

relevant to the system evaluation shall b
submitted to include source code, object
code, and sample output report formats.

also Vol. I, 2.1.7.2 Voting
Variations;

Vol. Il, 2.8.4 Operational
Features

EAC VSTL Program Manual Vol
1.0 Sect. 4.3.6

Sys Overview Sec. 1.1.2 Voting
Variations Supported

TDP packagé see Tech Data Pkg,
Doc. List & Ver. Control Doc

Both formal documentation and notes of
the vendordéds devel
submitted for qualification tests. If the

v e n d ovelépsenthlgest data are
incomplete, the accredited test lab shall
design and conduct the appropriate tests
cover all elements of the system and to
ensure conformance with all system
requirements.

Software Design & Spec

Vil, 2.1.1

Content and Format

The vendor shall provide a list of all
documents submitted controlling the
design, construction, operation, and
maintenance of the system. Documents
shall be listed in order of precedence.

Sys. Overview Doc. Sec. 1.5
Related TDP Documents
TechData Pkg Doc list & Ver
Control

Vi, 2.1.1.1

Description of the Technical Data
Package, Required Content for Initial
Certification

Vol. I, 8.7 Quality Assurance
Requirements, Documentation;
Vol. ll, 2.12.4 Quality Assurance
Program, Documentation

At a minimum, the TDP shall contain the
following documentation:

Vol. |, 3.1.1 Usability Testing;
Vol. |, 3.2.2.1 Partial Vision;
Vol. |, 3.2.2.2 Blindess;

Vol. I, 3.2.3 Dexterity

a. System configuration overview System Overview document rec'd

b. Systemfunctionality description System Functionality Description
document rec'd

C. System hardware specifications System Hardware Specification
document rec'd

d. Software design and specifications System Coding Standards docume
rec'd; Software and Degi
Specification document rec'd

e. System test and verification specification see Vol. | 3.1.1 Usability Testing| System Test and Veitfation Plan

per EAC RFI 200-03 dated
9/5/07- 2005 VVSG Vol. |
Section 3.1.1: summative
usability test report must be
submitted.

document rec'd; Test Cases
received; Final Quality Assurance
Report document rec'd

System security specifications

System Security Specification
document rec'd
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Corresponding VVSG

Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle
. User/system operations procedures Al | applicabl e
h. System maintenance procedures System Maintenance Procedures
document rec'd
i Personnel deployment and training Personnel Training and Deployme
requirements Requirements document
j- Configuration management plan Configuration Management Plan
document rec'd
k. Quality assurance program Quality Assurance Plan document
rec'd
I System change notes n/a: initial system submission
VI, 2.1.1.2 | Required Content for System Changes
and Recertification
For systems seeking-reertification, see Vol. 1l, 2.13 System Change New system certification;
verdors shall submit System Change Notes; requirement is n/a
Notes as described in Subsection 2.13, g Vol. |, Sec. 8.7 Quality Assurang
well as current versions of all documents Requirements, Doumentation;
that have been updated to reflect system Vol. II, 2.12.4 Quality Assurance
changes. Program, Documentation
VIl, 2.1.1.3 | Format
The TDP shall include a detailed table of Included in each TDP document
contents for the required documents, an
abstract of each document, amtisting of
each of the informational sections and
appendices presented.
A crossindex shall be provided indicating Included in each document as
the portions of the documents that are applicable.
responsive to documentation requiremer;
for any item presented.
VI, 2.1.3 Protection of Proprietary Information
The vendor shall identify all documents, { Identified in Tetinical Data
portions of documents, containing Package Document List and Versi
proprietary information not approved for Control document
public release.
VIl, 2.2 System Overview
In the system overview, the vendor shall Sep Overview & Entire Doc
provide information that enables the
accredited test lab to identify the
functional and physical components of th
sysem, how the components are
structured, and the interfaces between
them.
VI, 2.2.1 System Description

The system description shall include
written descriptions, drawings and
diagrams that present:
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Volume

VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

A descriptionof the functional
components (or subsystems) as defined
the vendor (e.g., environment, election
management and control, vote recording
vote conversion, reporting, and their
logical relationships).

Sect 1 Introduction entire section

A descriptionof the operational
environment of the system that provides
overview of the hardware, software, and
communications structure.

Sect 1 Introduction entire section

A concept of operations that explains eay
system function, and how the function is
achieved in the design.

Sect 1 Introduction entire section

Descriptions of the functional and physic|
interfaces between subsystems and
components.

Sect 1 Introduction entire section

Identification of all COTS hardware and
software productsral communications
services used in the development and/or|
operation of the voting system, identifyini
the name, vendor, and version used for
each such component, including:

1) Operating systems

also Vol. |, 7.5.2 Telecomm.,
Prot. Against External Aireats

System Overview Sec. 1.2 Systen|
Components

2) Database software

see Vol. I, 2.5.8 Sys. Database

System OverviewSec. 1.2 System
Components

3) Communications routers

see Vol. 1, 7.5.2 Prot. Against
External Threats

System OverviewSec. 12 System
Components

4) Modem drivers

see Vol. 1, 7.5.2 Prot. Against
External Threats

System Overview Sec. 1.2 Systen
Components

5) Dial-up networking software

see Vol. 1, 7.5.2 Prot. Against
External Threats

System Overvievec. 1.2 System
Comporents

Interfaces among internal components, &
interfaces with external systems. For
components that interface with other
components for which multiple products
may be used, the TDP shall provide an
identification of:

Vol. I, 2.5.9 Interfaces

1) File specifications, data objects, or
other means used for information
exchange.

Sect 1.2 Sys components entire
section

2) The public standard used for such file
specifications, data objects, or other
means.

Sect 1.2 Sys components entire
section
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Corresponding VVSG

Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle

g. Benchmark directory listings for all App A Benchmark Directory
software (including firmware elements) Listings
and associated documentation included |
the vendoroés relea
each piece of software would normally by
installed upon system setup and
installation.

VIl, 2.2.2 System Performance
The vendor shall provide system
performance information including:

a. The performance characteristics of each| see Vol. I, 2.2.1.1c Ballot Prep.,| System Overview Se&.3 System
operating mode and function in terms of | Gen. Capabilities.; Performance
expected and maximum speed, tigbput | see Vol. |, 4.1.5.1a Ballot
capacity, maximum volume (maximum | Handling
number of voting positions and maximun
number of ballot styles supported), and
processing frequency.

b. Quality attributes such as reliability, see Vol. |, 4.3.5 Availability; System Overview Sec. 1.3.1 Quali
maintainability, availability, usability, and| Vol. I, 7.9.3 VVPAT Attributes; Sec. 1.4 System Quality
portability. Requirements, Electronic and | and Maintenance

Paper Record Structure;
Vol. I, 7.9.4 Equipmerecurity
and Reliability

C. Provisions for safety, security, privacy, System Overview Sec. 1.3.2 Safet
and continuity of operation. Security, Privacy, and Continyibf

Operation

d. Design constraints, applicable standards System Overview Sec. 1.3.3 Desig
and compatibility requirements. Constraintseé

VIl, 2.3 System Functionality Description

The vendor shall declare the scope of thy
syst emds pabiliiesttherehy a
establishing the performance, design, tes
manufacture, and acceptance context fol
the system.

Fnct Desc entire doc especially Se
1 intro. Cross references other do
for detailed infai verified
information per document

The vendor shall provide a listing of the
systembdbs functiona
capabilities, encompassing capabilities
required by the Guidelines and any
additional capabilities provided by the
system. This listing shall provide a simpl|
description of each capabilit Detailed
specifications shall be provided in other
documentation required for the TDP.

per VVSG V2, 3.2.3, additional
capabilities are those added to
respond to the requirements of g
individual State(s).

Sect 2 overall system capabilities
3 prevoting

4 voting capabilities

5 postvoting
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Volume

VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

2a.

The vendor shall organize the presentati
of required capabilities in a manner that
corresponds to the structure and sequen|
of functional capabilities indicated in
Volume |, Section 2. The contents of
Volume |, Section 2 may be used as the
basis for a checklist to indicate the specii
functions provided and those not provide
by the system. [see below for functional
capabilities as listed in Vol. |, Sec. 215]

Functionality Description documen
follows VVSG Vol. |, Sec. 2.3
sequence in discussing the voting
system

[Vol. I, 2.1 Overall System Capabilities]:
These functional capabilities apply
throughout the election process. They
include:

2.1.1 Security

Func. Desc. Sec. 2.1 Security

2.1.2 Accuiacy

Funct. DescSec. 2.2 Accuracy
3.4.4 Accuracy testing

2.1.3 Error Recovery

Funct. Desc. Sec. 2i32.3.1.3
Error Recovery and Error Message
Sec. 2.3.2.3 OVO/OVCS Recovery
2.1.3.7 Voting Startup rules, 3.1.5
Error Handling & messages, 3.241
Error Messages & recovery

2.1.4 Integrity

Funct. Desc. Sec. 22.4.8
Integrity, 2.1.1.2 Hardware Access
Controls

2.1.5 System Auditability

Functionality Description Sec. 2.5
System Audit.

2.1.6 Election Management System

3.2.6 Elec. Manageent Sect. 2.6
Election Management System OC

2.1.7 Vote Tabulation

Functionality Description: Sec. 2.5
PostVoting Capabilities

2.1.8 Ballot Counters

Functionality Descriptiorsec. 2.7
Ballot Counters

2.1.9 Telecommunications

Functimality Description Sec. 2.8
Telecommunications

2.1.10 Data Retention

see Vol. |, 2.1.10 Data
Retention;

see Vol. |, 4.1.3.2 Memory
Stability;

see Vol. |, 4.1.6.1 b. Papdé3ased
System Processing
Requirements;

see Vol. |, 4.1.6.2 c. DRE Syster|
Processig Requirements;
see Vol. |, 4.1.7.1 Removable
Storage Media;

see Vol. |, 5.3 a. Data and

Document Retention

Functionality Description Sec. 2.9
Data Retention
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Volume

VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

[Vo. I, 2.2 Prevoting Capabilities]:
These functional capabilities are used to
prepare the vatg system for voting. They
include:

Ballot Preparation

Funct. Desc. Sec. 3.1 Ballot
preparation; Sec. 3.1.1.1 Scope of
BLM Functions thru 3.1.2.2
Election Properties

Preparation of electioapecific software
(including firmware)

Funct. Des. V1.1 Sec. 3.1.1.5
Startup and Initializatiod.5.3
Software Server 1.5.4 Election
Server 1.5.5.1 OVO Configuration

Production of ballots

Functionality Description Sec. 3.1.
Ballot Production

Installation of ballots and ballot counting
software {ncluding firmware)

3.3 Ballot Installation & control

System and equipment tests

Functionality Description Sec. 3.4
Readiness Testing

[Vol. I, 2.3 Voting Capabilities]: These
capabilities include:

All operations conducted at the polling
place by voters and officials including the
generation of status messages.

Functionality Description Sec. 4
Voting Capabilities

Vol. |, 2.4 Postvoting Capabilities]:
These capabilities apply after all votes
have been cast. They include:

Closing the polling place

Funct. Desc. Sec. 5.6.1 One perce
Recount; Sec. 5.7 RCV TallySec.
5.1 Closing the Polls

Obtaining reports by voting machine,
polling place, and precinct

5.1.11 Vote Tabulation Reporting,
5.8 Election Reports

Obtaining consolid&d reports

5.1.11 Vote Tabulation Reporting,
5.8 Election Reports

Obtaining reports of audit trails

1.5.3.2 SS Input/Output, 1.5.4
Election Server, 1.5.7.2 OVCS
Input/Output, 1.5.8.2 TC
Input/Output, 1.5.9.2 Tabulator
Input/Output, 2.1.1.8 Database,
2.1.3.7 Voting System Startup
Rules, 2.2.2.3 OVO Read/Write
Checks & Logging, 2.3.1 Error
Messages

[Vol. I, 2.5 Maintenance, Transportation
and Storage Capabilities]:

These capabilities are necessary to
maintain, transport, and store voting
systemequipment.

Functionality Description: Sec. 6
Maintenance, Transportation, and
Storage
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Corresponding VVSG

Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle

b. Additional capabilities shall be clearly per VVSG V2, 3.2.3, additional | Functionality Description: Sec. 6
indicated. They may be presented using capabilities are those added to | Maintenance, Transportation, and
the same structure as that used for requi respond to the requirements of § Storage
capabilities (i.e., overall system individual State(s
capabilities, prevoting functions, voting
functions, postoting functions), or may
be presented in another format of the
vendorés choosing.

C. Required capabilities that may be bypasg Funct. Desc. Sec. 3.1.1 General
or deactivated during installation or Capabilties
operation by the user shall be clearly
indicated.

d. Additional capabilities that function only Functionality Description: Sec. 6
when activated during installation or Maintenance, Transportation, and
operation by the user shall be clearly Storage
indicated.

e. Additional capabilities that norriig are Functionality Description: Sec. 6
active but may be bypassed or deactivat; Maintenance, Transportation, and
during installation or operation by the usg Storage
shall be clearly indicated.

Vil, 2.4 System Hardware Specification
The vendr shall expand on the system | also Vol. |, 4.1.22 Printers; Hardware Spec. Se2.OVO
overview by providing detailed Vol. |, 4.2.1 Size; Components
specifications of the hardware componer| Vol. |, 4.2.2 Weight; 3 OVI Components
of the system, including specifications of 4 UPS
hardware used to support the 5 0VCS
telecommunications capabilities of the Also vendor Docs
system, if applicable.

Vil, 2.4.1 System Hardware Characteristics
The vendor shall provide a detailed Vol. |, 4.14.1.8.2 Performance
discussion of the charactercgiof the Requirements;
system, indicating how the hardware me(| Vol. |, 3.4.2 Durability
individual requirements defined in Volum
I, Section 4, including:

a. Performance characteristics:This Hardwae Spec.
discussion addresses basystem Sec. 2.3.1 Touch Screen
performance attributes and operational Performance; Sec. 3.2.2 PC
scenarios that describe the manner in Performance and Accuracy
which system functions are invoked, Characteristics; Sec. 3.2.3.6 USB
describe environmental capabilities, Ports
describe life expectancy, and describe al
other essential aspects of system
performance.

b. Physical characteristics:This discussion | also Vol. |, 4.24.2.2 Hdw. Suitability: Hardware Spec. Sec.

addresses suitability for intended use,
requirements for transportation and
storage health and safety criteria, securit]
criteria, and vulnerability to adverse
environmental factors.

Physical Characteristics
Vol. I, 4.2.3 b.ii Transport and
Storage of Precinct Systems

2.1.10VO0 Case Specs; Sec. 3.1.1
OVI Case Specsransport.: Hdw
Spec. V1.1 Sec. 1.1.1 OVO; 2.1
Case; 2.2 PC; 3.6.3 Sip & Puff
StorageSec. 1.2 Storagéjealth/
Safety: safety: described througho
document; health: directions on
usage throughout the document

9
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Corresponding VVSG

Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle
Security: limited access points
throughout the document.
Environ.:Hdw Spec. V1.1 Sec.
2.2.6 and 3.2.6 PC Environmental
Conditions; 2.3.4 and 3.3.4 and
3.4.7 Touch Screen Environmenta
Conditions; 2.4.5 Printer
Environmental Conditions; 2.5.7
and 3.5.7 TMEnvironmental
Conditions; 2.6.6 Scanner
Environmental Conditions; 3.6.1.2
Keypad Environmental
SpecificationsSec. 2.2 PC,
2.2.6/3.2.6 PC Environmental
Conditions, 2.4.2/3.4.2 Printer
Physical Characteristics, 3.2 PC

C. Reliability: This discussion addsses Vol. I, 4.3.3 Reliability described throughout document.
system and component reliability stated i 1.11 0VO0,1.1.20VI,2.2.4/3.2.4
terms of the syste PC Reliability, 2.4.3/3.4.5 Printer
and identification of items that require Reliability, 2.5.5/3.5.5 TM
special handling or operation to sustain Reliability
system reliability.

d. Maintainability: Maintainability Vol. |, 4.3.44.3.4.2 Each component is described in
represents the ease with which Maintainability terms of maintainability.
maintenance actions can be performed 4.3 UPS Maintainability, 2.1.4/3.1.4
based on the design characteristics of Case performare &
equipnent and software and the process maintainability, 2.2.5/3.2.5 PC
the vendor and election officials have in maintainability, 2.3.3/3.3.3 Touch
place for preventing failures and for screen maintainability, 2.4.4/3.4.6
reacting to failures. Maintainability Printer maintainability, 2.5.6/3.5.6
includes the ability of equipment and TM maintainability, 2.6.5/5.2.5
software to selfliagnose problems and Scanner maintainability
make nortechnical electin workers
aware of a problem. Maintainability also
addresses a range of scheduled and
unscheduled events.

e. Environmental conditions: This Vol. I, 4.1.24.1.2.15 Environ. 2.1.5/3.1.5 Operation & storage
discussion address¢he ability of the Requirements environment, 2.2.6/3.2.6 PC
system to withstand natural environment environmental conditions,
and operational constraints in normal ant 2.3.5/3.3.4 Touch screen
test environments, including all environmental coditions,
requirements and restrictions regarding 2.4.5/3.4.7 Printer environmental
electrical service, telecommunications conditions, 2.5.7/3.5.7 TM
services, environmental protection, and environmental conditions,
any additional facilities or resources 2.6.6/5.2.6 Scanner environmental
required to install and operate the systen conditions, 3.6.1 Keypad

environmental conditions, 4.5 UPS
environmental conditions

Vil, 2.4.2 Design and Construction

The vendor shall provide sufficient data,
references to data, to identify
unequivocally the details of the system
configuration submitted for testing.

also Vol. |, 4.3 Design,
Construction, and Maintenance
Characteristics

described throughout the HdSpec.

10
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Volume

VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

The vendor shall provide a list of materig
and components used in the system and
description of their assembly into major
system components and the system as ¢
whole. Paragraphs and diagrams shall &
provided that describe:

described ttoughout the Hdw Spec
2 OVO components

3 OVI components

4 UPS components

5 OVCS components

Vendor documents

Materials, processes, and parts used in {
system, their assembly, and the
configuration control measures to ensure
compliance with the systespecification.

described throughout the Hdw Spe

The electromagnetic environment
generated by the system.

described throughout the Hdw Spe

Operator and voter safety considerations
and any constraints on system operation|
or the use envimment.

described throughout the Hdw Spe
(see 2.4.1k Safety)

Human factors considerations, including
provisions for access by disabled voters.

1.1.2 OVI, Sect. 3 OVI component

VI, 2.5

Software Design and Specification

The vendor shakxpand on the system
overview by providing detailed
specifications of the software componen
of the system, including software used tg
support the telecommunications
capabilities of the system, if applicable.

Software Design and Spec. Sec.
6.1.4 OVO;Sec. 8

VI, 2.5.1

Purpose and Scope

The vendor shall describe the function of
functions that are performed by the
software programs that comprise the
system, including software used to supp(
the telecommunications capabilities of th
system, ifapplicable.

Software Design and Spec. Sec. 1
Purpose and Scope

VII, 2.5.2

Applicable Documents

The vendor shall list all documents
controlling the development of the
software and its specifications.
Documents shall be listed in order of
precedene.

Section 2 applicable documents

Vil, 2.5.3

Software Overview

The vendor shall provide an overview of
the software that includes the following
items:

11
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Corresponding VVSG

Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle

a. A description of the software system Software Design and Spec. S8c.
concept, including specific software desig Overview and throughout documer
objedives, and the logic structure and
algorithms used to accomplish these
objectives.

b. The general design, operational Software Design and Spec. S8
considerations, and constraints influencil General design, Considerations, &
the design of the softwar Influences

C. Identification of all software items, Software Design and Spec. Sec. 3
indicating items that were: Software Items
1) Written inchouse Software Design and SpeSec. 3.3

Software ltems
2) Procured and not modified Software Design and Spec. Sec. 3
Software Iltems
3) Procured and modified, including Software Defgn and Spec. Sec. 3.3
descriptions of the modifications to the Software Items
software and to the default configuration
options.

d. Additional information for each item that

includes:

1) Item identification Sect. 3 Software Overview

2) General description Sect. 3 Software Overview

3) Software requirements performed by Sect. 3 Software Overview

the item

4) Identification of interfaces with other Sect. 3 Software Overview
items that provide data to, or receive dat;

from, the item

5) Concept of execution for the item Sect. 3 Software Overview

The vendoshall also include a Software Design and Spec: license
certification that procured software items| provided in a separate .zip file as
were obtained directly from the part of the Software Design and
manufacturer or a licensed dealer or Spedfication documentation
distributor. package.

VIl, 2.5.4 Software Standards and Conventions

The vendor shall provide information tha
can be used by an accredited test lab or
state certification board to support
software analysis and test design. The
information shall address standards and
conventions developed internally by the
vendor as well as published industry
standards that have been applied by the
vendor. The vendor shall provide
information that addresses the following
standards and conventions:

12
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Corresponding VVSG

Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle

a Software System development Software Design and Spec. Sec. 4
methodology. Development Methodology

b. Software design standards, including Software Design and Spec. Sec. 4
internal vendor procedures. Design Standards

C. Software specification ahdards, including Software Design and Spec. Sec. 4
internal vendor procedures. Software Specification Standards

d. Software coding standards, including Software Design and Spec. Sec. 4
internal vendor procedures. Coding Standards; and separate

System Coding Standards docume
e. Testing and verification standards, also Vol. |, 5.2.6 Software Desig| Software Design and Spec. Sec. 4
including internal vendor procedures, thg and Coding Standards, Codjn Development, Testing, and
can assist in determining the program's | Conventions Verification
correctness and ACCEPT/REJECT
criteria.
f. Quality assurance standards or other Software Design and Spec. Sec.
documents that can be used to examine 4.5.6 Software Quality Assurance
test the software. These documents Standards
include standards for program flow and
control clarts, program documentation,
test planning, and test data acquisition a|
reporting.
VI, 2.5.5 Software Operating Environment
This section shall describe or make
referencedo all operating environment
factors that influence the software desigr|
VII, 2.5.5.1 | Hardware Environment and
Constraints
The vendor shall identify and describe th
hardware characteristics that influence tH
design of the software, such as:
a. The logic and arithmetic capability of the Sect. 5.1 Hardware Environment &
processor Constraints
b. Memory reaewrite characteristics Sect. 5.1 Hardware Environment &
Constraints

C. External memory device characteristics Sect. 5.1 Hardwareriironment &
Constraints

d. Peripheral device interface hardware Sect. 5.1 Hardware Environment &
Constraints

e. Data input/output device protocols Sect. 5.1 Hardware Environment &
Constraints

f. Operator controls, indicators, and display Sect. 51 Hardware Environment &
Constraints

VI, 2.5.5.2 | Software Environment

The vendor shall identify the compilers o
assemblers used in the generation of
executable code, and describe the
operating system or system monitor.

Vol. I, 9.7.1b Physical
Configuration Audit

SoftwareDesign and Spec. Sec. 5.
Software environment
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Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle
VII, VII, Software Functional Specification
256
The vendor shall provide a description of Sect.6 Software Functional
the operating modes of the system and ¢ Specifications
software capabilities to perform specifi
functions.
VII, 2.5.6.1 | Configuration and Operating Modes
The vendor shall describe all software
configurations and operating modes of t|
system, such as ballot preparation, electi
programming, pregration for opening the
polling place, recording votes and/or
counting ballots, closing the polling place
and generating reports. For each softwa
function or operating mode, the vendor
shall provide:
a. A definition of the inputs to the functiorr g Sect. 6.1 Configurations &
mode (with characteristics, tolerances or| Operating Modes, 10.4.1 Limits, 7.
acceptable ranges, as applicable). System Database

b. An explanation of how the inputs are Sect. 6.1 Configurations &

processed. Operating Modes10.4.1 Limits, 7.8
System Database

C. A definition of the outputs produced Sect. 6.1 Configurations &

(again, with characteristics, tolerances, ¢ Operating Modes, 10.4.1 Limits, 7.
acceptable ranges, as applicable). System Database

VI, 2.5.6.2 | Software Functions

The vendor shall describe the software's
capabilities or methods for detecting or
handling:

a. Exception conditions Software Design and Spec. Sec. 6
Exception Conditionfor each
component

b. System failures 6.2 Systemdilures for each
component

C. Data input/output errors 6.2 Data Input/Output errors for
each component

d. Error logging for audit record generation 6.2 Error logging for each
component

e. Production of statistical ballot data 6.2 Production of stistical ballot
data for each component

f. Data quality assessment 6.2 Data quality assessment for
each component

g. Security monitoring and control 6.2 Security monitoring and contrg
for each component

VIl, 2.5.7 Programming Specifications
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Volume

VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

The vendor shall provide in this section &
overview of the software design, its
structure, and implementation algorithms
and detailed specifications for individual
software modules.

Software Design and Spec. Sec.
Sect. 7 Programming Specification

VII, 2.5.7.1

Programming Specifications Overview

This overview shall include such items aj
flowcharts, data flow diagrams, and othe|
graphical techniques that facilitate
understanding of the programming
specifications. This section shall be
prepaed to facilitate understanding of the
internal functioning of the individual
software modules. Implementation of the
functions shall be described in terms of {|
software architecture, algorithms, and dg
structures.

7-7.1 Application Diagrams

VI, 2.5.7.2

Programming Specifications Details

The programming specifications shall
describe individual software modules an(
their component units, if applicable. For
each module and unit, the vendor shall
provide the following information:

a. Module and unit design decisions, if any, 7.2 Programming Specification

such as algorithms used Details andAttachments AP for
each application

b. Any constraints, limitations, or unusual 7.2 Progranming Specification
features in the design of the software Details andAttachments AP for
module or unit each application

C. The programming language used and 7.2 Programming Specification
rationale for its use, if other than the Details andAttachments AP for
specified module or unit language each aplication

d. If the software module or unit consists of 7.2 Programming Specification

or contains, procedural commands (such
menu selections in a database managen
system for defining forms and reports,
online queries for database access and
manipulation, input to a graphical use
interface builder for automated code
generation, commands to the operating
system, or shell scripts), a list of the
procedural commands and reference to
user manuals or other documents that
explain them

Details andAttachments AP for
each application
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Corresponding VVSG

Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle
e. If the software module or unit contains, 7.2 Programming Specification
receives, or outputs data, a description o Details andAttachments AP for

its inputs, outputs, and other data elemel each application

as applicable. (Subsection 2.5.9 describ,

the requirements for documenting syster|

interfaces.) Data local to the software

module or unit shall be described

separately from data input to, or output

from, the software module or unit.

f. If the software module arnit contains

logic, the logic to be used by the softwarg

unit, including, as applicable:

1) Conditions in effect within the 7.2 Programming Specification

software module or unit when its executi Details andAttachments AP for

is initiated each application

2) Conditions under which control is 7.2 Programming Specification

passed to other software modules or uni Details andAttachments AP for
each application

3) Response and response time to each 7.2 Programming Specification

input, including data conversion, Details andAttachments AP for

renaming, and data transfer operations each application

4) Sequence of operations and 7.2 Pogramming Specification

dynamically controlled sequencing during Details andAttachments AP for

the software modul each application

including:

4.i) The method for sequence control 7.2 Programming Specification
Details andAttachments AP for
each application

4.ii) The logic and input conditions of the 7.2 Programming Specification

method, suclas timing variations, priority Details andAttachments AP for

assignments each application

4.iii) Data transfer in and out of memory 7.2 Programming Specification
Details andAttachments AP for
each application

4.iv) The sensing of discrete input 7.2 Programming Specification

signals, and timing relationships betweer Details andAttachments AP for

interrupt operations within the software each application

module or unit

5) Exception and error handling 7.2 Programming Specification
Details andAttachments AP for
each application

If the software module is a database, 7.2 Programming Specification

provide the information described in Details andAttachments AP for

Section 2.5.8 [System Database]. each application

VIl, 2.5.8 System Database
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Volume
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Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

The vendor shall identify and provide a
diagram and narrative description of the
systemds databases
used for data input or output. The
information provided shall include for eag
daabase or external file:

also Vol. I, 2.2.1e. System
Description

The number of levels of design and the
names of those levels (such as concepty
internal, logical, and physical).

Software Design and Spec. Sec. 8

System Database

Design convetions and standards (which
may be incorporated by reference) needt
to understand the design.

Software Design and Spec. Sec. 8

System Database

Identification and description of all
database entities and how they are
implemented physically (e.g., tad, files).

Software Design and Spec. Sec. 8

System Database

Entity relationship diagrams and
description of relationships

Software Design and Spec. Sec. 8

System Databasé&0.3 Entirety
Relationship diagrams

Details of table, record or file atents (as
applicable) to include individual data
elements and their specifications,
including:

1) Names/identifiers

10.2 Database Structure Detail

2) Data type (alphanumeric, integer, etc

10.2 Database Structure Detail

3) Size andormat (such as length and
punctuation of a character string)

10.2 Database Structure Detail

4) Units of measurement (such as mete|
dollars, nanoseconds)

10.2 Database Structure Detail

5) Range or enumeration of possible
values (such as-99)

10.2 Database Structure Detail

6) Accuracy (how correct) and precision
(number of significant digits)

10.2 Database Structure Detail

7) Priority, timing, frequency, volume,
sequencing, and other constraints, such
whether the data elememay be updated
and whether business rules apply

10.2 Database Structure Detail

8) Security and privacy constraints

10.2 Database Structure Detail

9) Sources (setting/sending entities) an(
recipients (using/receiving entities)

10.2 Databse Structure Detail
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Volume

VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

For external files, a description of the
procedures for file maintenance,
management of access privileges, and
security.

10.2 Database Structure Detail

VI, 2.5.9

Interfaces

The vendor shall identify and provide a
complet description of all internal and
external interfaces, using a combination
text and diagrams.

also Vol. Il, 2.2.1.f. System
Description

Software Design and Spec. Sec.
Interfaces

VIl, 2.5.9.1

Interface Identification

For each interface identdi in the system
overview, the vendor shall:

Provide a unique identifier assigned to th
interface.

Software Design and Spec. Sec.
Interfaces

Identify the interfacing entities (systems,
configuration items, users, etc.) by name
number, vesion, and documentation
references, as applicable.

Software Design and Spec. Sec.
Interfaces

Identify which entities have fixed interfac
characteristics (and therefore impose
interface requirements on interfacing
entities) and which are being déweed or
modified (thus having interface
requirements imposed on them).

Software Design and Spec. Sec.
Interfaces

VIl, 2.5.9.2

Interface Description

For each interface identified in the syster
overview, the vendor shall provide
information thatdescribes:

The type of interface (such as r¢iahe
data transfer, storagendretrieval of data)
to be implemented

Software Design and Spec. Sec.
Interfaces

Characteristics of individual data elemen
that the interfacing entity(ies) wilrovide,
store, send, access, receive, etc., such a

1) Namesl/identifiers

Software Design and Spec. Sec.
Interfaces

2) Data type (alphanumeric, integer, etc,

Software Design and Spec. Sec.
Interfaces

3) Size and format (such as tgh and
punctuation of a character string)

Software Design and Spec. Sec.
Interfaces

4) Units of measurement (such as meter
dollars, nanoseconds)

Software Design and Spec. Sec.
Interfaces

5) Range or enumeration of possible
values (such a3-99)

Software Design and Spec. Sec.
Interfaces
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Volume

VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

6) Accuracy (how correct) and precision
(number of significant digits)

Software Design and Spec. Sec. 9
Interfaces

7) Priority, timing, frequency, volume,

sequencing, and other constraints, such
whether the data element may be update
and whether business rules apply

Software Design and Spec. Sec. 9
Interfaces

8) Security and privacy constraints

Software Design and Spec. Sec. 9
Interfaces

9) Sources (setting/sending entities) ang
recipents (using/receiving entities)

Software Design and Spec. Sec. 9
Interfaces

Characteristics of communication methot
that the interfacing entity(ies) will use for
the interface, such as:

1) Communication
links/bands/frequencies/media and thei
characteristics

Software Design and Spec. Sec. 9
Interfaces

2) Message formatting

Software Design and Spec. Sec. 9
Interfaces

3) Flow control (such as sequence
numbering and buffer allocation)

Software Design and Spec. Sec. 9
Interfaces

4) Data transfer rate, whether
periodic/aperiodic, and interval between
transfers

Software Design and Spec. Sec. 9
Interfaces

5) Routing, addressing, and naming
conventions

Software Design and Spec. Sec. 9
Interfaces

6) Transmission services, inding
priority and grade

Software Design and Spec. Sec. 9
Interfaces

7) Safety/security/privacy considerations
such as encryption, user authentication,
compartmentalization, and auditing

Software Design and Spec. Sec. 9
Interfaces

Characteristis of protocols the interfacing
entity(ies) will use for the interface, such
as:

1) Priority/layer of the protocol

Software Design and Spec. Sec. 9
Interfaces

2) Packeting, including fragmentation an
reassembly, routing, and addressing

Software Design and Spec. Sec. 9
Interfaces

3) Legality checks, error control, and
recovery procedures

Software Design and Spec. Sec. 9
Interfaces

4) Synchronization, including connection
establishment, maintenance, termination

Software Design and Spesec. 9
Interfaces

5) Status, identification, and any other
reporting features

Software Design and Spec. Sec. 9
Interfaces
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Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

Other characteristics, such as physical
compatibility of the interfacing entity(ies)
(such as dimensions, tolerances, kad
voltages and plug compatibility)

Software Design and Spec. Sec. 9
Interfaces

VIl, 2.5.10

Appendices

The vendor may provide descriptive
material and data supplementing the
various sections of the body of the
Software Specifications. The contemd
arrangement of appendices shall be at th
discretion of the vendor. Topics
recommended for amplification or
treatment in appendix form include:

Glossary: A listing and brief definition of
all software module names and variable
names, withe&ference to their locations in
the software structure. Abbreviations,
acronyms, and terms should be included
they are either uncommon in data
processing and software development of
are used in an unorthodox semantic.

OVS Acronyms document

References: A list of references to all
related vendor documents, data, standar
and technical sources used in software
development and testing.

Software Design and Spec. Sec.
2 Applicable documents

Program Analysis: The results of
software configuation analysis algorithm
analysis and selection, timing studies, ar]
hardware interface studies that are
reflected in the final software design and
coding.

Sect. 10 Appendices App-R

VI, 2.6

System Security Specification

Vendors shall submit system security
specification that addresses the security
requirements of Volume |, Section 7. Th
specification shall describe the level of
security provided by the system in terms
the specific security risks addressed by t
system, the means by wehi each risk is
addressed, the process used to test and
verify the effective operation of security
capabilities and, for systems that use
public telecommunications networks as
defined in Volume I, Section 6, the mean
used to keep the security capabilitidthe
system current to respond to the evolving
threats against these systems.

Vol. I, 2.1.1.g. Overall System
Capabilities, Security;

Vol. I, Sec. 7 Security
Requirements;

Vol. I, Sec. 6 Telecommunicatio
Requirements

System Security Specification
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Corresponding VVSG

Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle

Information provided by the vendor in thi Security Spec.

section of the TDP may be duplicative of User Guides

information required by other sections. Hardware Spec.

Vendors may croseeference to

information provided in other sections

provided that the means used provides g

clear mapping to theequirements of this

section.

The Security Specification shall contain

the sections identified below.

VI, 2.6.1 Access Control Policy

The vendor shall specify the features an( also Vol. I, 7.2.1 Security Security Spec. Sec. Sec. 1 Purpos|

capabilities of thewccess control policy Requirements, General Access | and Scope; Sec. 2 Access Control

recommended to purchasing jurisdictiony Control Policy; Policy; Sec. 7 Other Eteents of an

to provide effective voting system securif also Vol. |, 7.2.1.1 Individual Effective Security Program; Sec.

The access control policy shall address t| Access Privileges 2.1.1 Software Access Contrpls

general features and capabilities and Sec. 2.1.2 Hardware Access

individual access privileges indicated in Controls; Sec. 3.1.4 OVD Hardwar

Volume |, Subsection Z. [Access MeasuresSec. 2.1.3

Control] Communications2.1.4 Effective
Password Management; Sec. 3.1.]
Operating System User Access; S
3.1.6.1.1 [OCSPassword Policy;
Sec. 3.1.6.1.2 Application Users
Sec. 2.1.5 Linux ProtectionSec.
2.1.5 Linux ProtectionsSec. 2.1.7
Segregation of Duties
(also answered in VVSG Vol. |,
Sec. 7.2.1 General Access Control
Policy below)

VIl, 2.6.2 Access Control Meaures

The vendor shall provide a detailed
description of all system access control
measures and mandatory procedures
designed to permit access to system stat
in accordance with the access policy, an
to prevent all other types of access to me
the specific requirements of Volume I,
Subsection 7.2.

also Vol. I, 7.2.1.2 Access
Control Measures

Security SpecSec. 3 Access
Control Measures [entire section];
Sec. 3 Access Control Measures
[entire section]Dynamically
generated passwordSecurity
Spec.Sec. 2.1.4 Effective Passwor
Management, Sec. 3.1.7 Election
Users; Sec. 3.1.8 Database Secur
and other sections through
documat; Sec. 1.2 Elements of the
System: RegKeyuUtilities; 2.1.1
Software Access Controls: AES ke
for each location; Sec.B2.2 SHA
256 haskgenerated key; Sec. 3.1.2
File Encryption [entire section]

(also answered in VVSG Vol. |,
Sec. 7.2.1.2 Access Control
Measures below):

The vendor also shall define and provide
detailed description of the methods used
preclude mauthorized access to the acce|
control capabilities of the system itself.

also Vol. I, 7.2.1.2 Access
Control Measures

Security SpecSec. 3 Access
Control Measures [entire section];
Sec. 3 Access Control Measures
[entire section]Dynamically
generategbasswords:Security
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Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle
Spec.Sec. 2.1.4 Effective Passwor
Management, Sec. 3.1.7 Election
Users; Sec. 3.1.8 Database Secur
and other sections through
documet; Sec. 1.2 Elements of thg
System: RegKeyUtilities; 2.1.1
Software Access Controls: AES ke
for each location; Sec. 3.1.2.2 SHA
256 haskgenerated key; Sec. 3.1.2
File Encryption [entire section]
(also answered in VVSG Vol. |,
Sec. 7.2.1.2 Access Control
Measures below):
VI, 2.6.3 Equipment and Data Security
The vendor shall provide ataded Vol. |, 7.3.1 Physical Security Security Spec. Se&ec.4.2 Polling
description of system capabilities and Requirements, Polling Place Place Security [entire section,
mandatory procedures for purchasing Security; particularly Sec. 4.2.5 Emergency
jurisdictions to prevent disruption of the | also Vol. I, 7.37.3.2 Physical Procedures]; Sec. 7.4 Physical
voting process and corruption of voting | Security Measures Facilities, Polling Place Securijty
data to meet the specific requirements of Sec. 6 Telecommunications and
Volume |, Subsection 7.3. [Physical Data Transmission Securityas¢ no
Security Measres] This information shall public networks are use8gec. 4.3
address measures for polling place secu Central @unt Location Security
and central count location security. [entire section]; Sec. 4.2.2 Voting
Security Procedures; Sec. 7.4
Physical Facilities; Sec. 4.2.4 votin
Day Delivery Procedures
(also answered in VVSG Vol. |,
Sec. 7.3 Physical Security Measur
below)
Vil, 2.6.4 Software Installation
The vendor shall provide a detailed also Vol. |, 7.47.4.6 Software
description of the system capabilities an¢ Security
mandatory procedures for purchasing
jurisdictions to ensure secure software
(including firmware) installation to meet
the specific requirements of Volume I,
Subsectin 7.4. [Software Security] This
information shall address software
installation for all system components.
VII, 2.6.5 Telecommunications and Data

Transmission Security

The vendor shall provide a detailed
description of the system capabilities an
mandatory procedures for purchasing
jurisdictions to ensure secure data
transmission to meet the specific
requirements of Volume I, Subsection 7.}
[Telecommunications and Data
Transmission].

Vol. I, 7.5.2 b. Secity
Requirements,
Telecommunications and Data
Transmission, Protection Againg
External Threats

Security Spec. Sec. 6
Telecommunications and Data
Transmission Security state no
public communications network is
used. Only 2 locations within the
OCS use da transfer network, all
on a private LAN; all
communications are encrypted.
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Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

For all systems, this information shall
address access control, and prevention ¢
data interception.

also Vol. |, 7.5.3 Security
Requirements,
Telecommunications and Data
Transmission, Monitoring and
Responding to External Threats

n/a

For systems that use public
communications networks as defined in
Volume |, Section 6 [Telecommunication
Requirements], this information shall alst
include:

Vol. I, 7.6.2.1 Security
Requirenents, Use of Public
Communications Networks,
Documentation of Mandatory
Security Activities;

also Vol. |, 7.5.2 Protection
Against External Threats;

also Vol. |, 7.5.3 Monitoring and
Responding to External Threats
Wireless: Vol. I, 7.7.1 Controlling
Usage;7.7.2 ldentifying Usage

i. Capabilities used to provide protection
against threats to third party products an
services.

n/a

ii. Policies and processes used by the
vendor to ensure that such protection is
updated to remain effective over time.

n/a

iii. Policies and procedures used by the
vendor to ensure that current versions of
such capabilities are distributed to user
jurisdictions and are installed effectively
by the jurisdiction.

n/a

iv. A detailed description of the system
capalilities and procedures to be employs
by the jurisdiction to diagnose the
occurrence of a denial of service attack, |
use an alternate method of voting, to
determine when it is appropriate to resur|
voting over the network, and to
consolidate votes cassing the alternate
method.

n/a

v. A detailed description of all activities t
be performed in setting up the system fo|
operation that are mandatory to ensure
effective system security, including testin
of security before an election.

n/a

vi. A detailed description of all activities
that should be prohibited during system
setup and during the timeframe for voting
operations, including both the hours whe
polls are open and when polls are closeq

n/a

VI, 2.6.6

Other Elements of an EffectiveSecurity
Program
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el HUSE Reala i requirement(s) reference located/comments by Wyle
The vendor shall provide a detailed
description of the following additional
procedures required for use by the
purchasing jurisdiction:

a. Administrative and management controls Security Spec. Sec. 7 Other
for the voting system and election Elements of an Effective Security
managementnicluding access controls. Program

b. Internal security procedures, including Security Spec. Sec. 7 Other
operating procedures for maintaining the| Elements of an Effective Security
security of the software for each system Program
function and operating mode.

C. Adherence to, and enforcement of, Security Spec. Sec. 7 Other
operational procedures (e.g., effective Elements of an Effective Security
password management). Program

d. Physicalfacilities and arrangements. Security Spec. Sec. 7 Other

Elements of an Effective Security
Program

e. Organizational responsibilities and Security Spec. Sec. 7 Other

personnel screening. Elements of an Effective Security
Program

This documentatin shall be prepared suc| Security Spec. Sec. 7 Other

that these requirements can be integrate, Elements of an Effective Security

by the jurisdiction into local administrativi Program

and operating procedures.

VI, 2.7 System Test and Verification
Specification
The vendor shall provide test ai
verification specifications for:

Development test specifications System Test and Verification Plan
V1.2-all testing

National certification test specifications System Test and VerificationaH
V1.2-all testing

VI, 2.7.1 Development Test Specifications
The vendor shall describe the plai
procedures, and data used during softw
development and system integration
verify system logic correctness, dg
quality, and security. This edcription
shall include:

a. Test identification and design, including:

1) Test structure

System Test and Verification Plan
V1.2 Sec. 1.2 Objectives; Sec. 2
Test Coverage; Final Quality
Assurance Report Ver. 1.1 Sec. 2
Test Environment; Se8. Test Case
Design and Verification

2) Test sequence or progression

System Test and Verification Plan
V1.2 Sec. 2 Test Coverage; Sec. 3
Test Methodology;

Final Quality Assurance Report
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Ver. 1.1 Sec. 3 Test Case Design
and Verification; Sec. 4 Syste
Level Testing
3) Test conditions System Test and Verification Plan
V1.2 Sec. 3 Test Methodology; Se
4 Test Environment; Final Quality
Assurance Report Ver. 1.1 Sec. 3
Test Case Design and Verification
Sec. 4 System Level Testing
b. Standard tst procedures, including an System Test and Verification Plan
assumptions or constraints V1.2 Sec. 3 Test Methodology; Se
6 Test Project Management;
Appendix A Test Type Definitions;
Final Quality Assurance Report
Ver. 1.1 Sec. 3 Test Case Design
andVerification; Sec. 4 System
Level Testing
C. Special purpose test procedures includin System Test and Verification Plan
any assumptions or constraints V1.2 Sec. 3 Test Methodology; Se
6 Test Plan Management; Append
A Test Type Definitions; Final
Quality Assurance Report Ver. 1.1
Sec. 4 System Level Testing;
Appendix A Usability Test Report
d. Test data; including the data source, CM System Test and Verif. V1.3:
whether it is real or simulated, and how Verified Sec. 3.3.4 Test Data
test data are controlled information has been added; Final
Quality Assurance Report Ver. 1.1
Sec. 4 Introduction
e. Expected test results System Test and Verification Plan
V1.2 Sec. 3.3.1.1 Test Cases
f. Criteria for evaluating test results System Test and Vertfation Plan
V1.2 Sec. 6 Test Project
Management; Appendix A Test
Type Definitions; Appendix B
Defect Severity Classification
Additional details for these requirements
are provided by MILSTD-498, Software
Test Plan and Software Test Description
In the event that test data are not availab
the accredited test lab shall design test
cases and procedures equivalent to thos
ordinarily used during product verificatior
VIl, 2.7.2 National Certification Test
Specifications
The vendor shall prade specifications for;
verification and validation of overall
software performance. These
specifications shall cover:
a. Control and data input/output System Test and Verification Plan

V1.2 Sec. 2 Test Coverage; Sec. 3
Test Methodology;

Final Qudity Assurance Report
Ver. 1.1: results of testing reported
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Acceptance criteria

System Test and Verification Plan
V1.2 Sec. 2 Test Coverage; Final

Quality Assurance Report Ver. 1.1
results of testing reported.

Processing accuracy

System Tesaind Verification Plan
V1.2 Sec. 3.1.1.2 Test Coverage;
Final Quality Assurance Report

Ver. 1.1: results of testing reported

Data quality assessment and maintenant

System Test and Verification Plan
V1.2 Sec. 2 Test Coverage; Sec. 3
Test MethodologyFinal Quality
Assurance Report Ver. 1.1: results|
of testing reported.

Ballot interpretation logic

Vol. I, 7.9.3 e, VWPAT
Requirements, Electronic and
Paper Record Storage

System Test and Verification Plan
V1.2 Sec. 3.1.2.4 Election
Programming (Softare); Sec.
3.1.3.3 Casting a Ballot (Software
and Hardware); Final Quality
Assurance Report Ver. 1.1: results|
of testing reported.

Exception handling

System Test and Verification Plan
V1.2 Sec. 3.1.1.3 Exception
Recovery (Hardware); Final Qualit
Asaurance Report Ver. 1.1: results
of testing reported.

Security

System Test and Verification Plan
V1.2 Sec. 2.6 Security; Final
Quality Assurance Report Ver. 1.1
results of testing reported.

Production of audit trails and statistical
data

Systen Test and Verification Plan
V1.2 Sec. 3.1.1.2 Accuracy
(Hardware and Software); Sec.
3.1.1.4 Integrity (Hardware and
Software); Sec. 3.1.1.5 System
Audit (Hardware and Software);
Sec. 3.1.4.3 Producing Reports
(Software); Final Quality Assuranc
Report Ve. 1.1: results of testing
reported.

The specifications shall identify
procedures for assessing and
demonstrating the suitability of the
software for election use.

System Test and Verification Plan
V1.2 Sec. 3 Test Methodology; 6
Test Project Managesnt;
Appendix A Test Type Definitions;
Final Quality Assurance Report
Ver. 1.1 Sec. 4 System Level
Testing, Conclusions and Tables
with results; Sec. 5 Conclusion

VII, 2.8

System Operations Procedures
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Volume

VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

This documentation shall provide all
information necessary for system use by
all personnel who support pedection and
election preparation, polling place
activities and central counting activities, i
applicablewith regard to all system
functions and operations identified in
Subsection 2.3 above @lot Prep; Prep.
of Elec-specific software/firmware; ballot|
installation and ballot counting software;
system and equip. tests; all polling place
operations by voters and officials
including status message generation;
closing the polling place; repofty voting
machine, polling place, precinct;
consolidated reports; reports of audit
trails].

The nature of the instructions for operatif
personnel will depend upon the overall
system design and required skill level of
system operations support personnel.

BLM UG ; EM UG; ES UG,
OVCS UG; PW Guide; SS UG
TAB UG; TC UG; TR UG; TRB
Guide; WHT Guide

The system operations procedures shall
contain all information that is required for
the preparation of detailed system
operating procedures, and for operator
training, as described below.

BLM UG ; EM UG; ES UG,
OVCS UG; PW Guide; SS UG
TAB UG; TC UG; TR UG; TRB
Guide; WHT Guide

VIl, 2.8.1

Introduction

The vendor shall provide a summary of

system operating functions and modes, i
sufficient detail tgpermit understanding of
the system's capabilities and constraints|

Vol. I, 2.5.1 System Audit

BLM UG Sec. 1 IntroductiorEM
UG Sec. 1 OverviewES UG Sec. 1
Introduction OVCS UG Sec. 1
Introduction;PW Guide Sec. 1
Introduction;SS UGSec. 1
Introducton; TAB UG Sec. 1
Introduction TC UG Sec. 1
Introduction TR UG Sec. 1
Introduction TRB Guide Sec. 1
Introduction;WHT Guide Sec. 1
Introduction

The roles of operating personnel shall be
identified and related to the operating
modes of the system.

BLM UG Sec. 1.2 Install and and
Updating; Sec. 2.2 Admin User vs
Superuser ; Sec. 2.3 Add Users;
Sec. 11.2 Database Backup and
RestoreEM UG Sec. 1.8 Getting
Started; Sec. 7.2 Exporting an
Election;ES UG Sec. 1.5 Security;
OVCS UG Sec. 1.0Sec. 1.1 O€S
Overview PW Guide Sec. 1
Introduction;SS UGSec. 1.3 About
This Guide;TAB UG Sec. 3 User
managementTC UG Sec. 1.1
Overview states TC is operated by
maintenance technicians and
supervisorsTR UG Sec. 1.5
Security; Sec. 2.2 Application
startup TRB Guide Sec. 2
Troubleshooting: applies to
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Corresponding VVSG Location(s) where verified is

el HUSE Reala i requirement(s) reference located/comments by Wyle

personnel designated to assist ele
officials; WHT Guide Sec. 1.5
Recommended Technician
Responsibilities

Decision criteria and conditional operatol BLM UG Appendix B Interface
functions (such as error and failure Error Message€EM UG Sec. 1.7
recovery actions) shabe described. General Interface Information; Sec
1.12 Handling System Failures;
App. A User Interface Error
Messages; screen shots and tES;
UG screen shots and text; Sec. 1.9
Handling Systenfailures; App. A
User Interface Error Messages;
OVCS UG Ver. 1.3 Sec. 1.10
Handling System Failures; App. A
User Interface Error Messages;
screen shots and text throughout tl
manual;PW Guide: screen
shots/text; Sec. 13 Troubleshootin
discuss these8SUG screen shots
and text; Sec. 1.11 Handling Syste
Failures; Ap. A User Interface Erro
MessagesTAB UG screen shots
and text; Sec. 1.10 Handling Syste
Failures; and Appendix A User
Interface Error Message3;,C UG
screen shots, text, and App. A Use
Interface Error MessagesR UG
Sec. 1.10 Handling System Failure
screen shots and text throughout t
manual;TRB Guide Sec. 2
Troubleshooting entire section;
WHT Guide Sec. 2.3 Recovery;
Sec. 5.2 Handling System Failures
During Downloading

The vendoshall also list all reference anc BLM UG Sec. 1.2 Applicable
supporting documents pertaining to the DocumentseM UG Sec. 1.2

of the system during election operations. Applicable Document€£S UG Sec.
1.2 Applicable Document©VCS
UG Ver. 1.3 Appliable
DocumentsPW Guide nonei poll
worker does not have access to
other Unisyn docsSS UGSec. 1.2
Applicable DocumentsfAB UG
Sec. 1.2 Applicable Documents;
TC UG Sec. 1.2 Applicable
DocumentsTR UG Sec. 1.2
Applicable DocumentsTRB Guide
Sec. 1.1Applicable Documents;
WHT Guide Sec. 1.1 Applicable
Documents

VIl, 2.8.2 Operational Environment
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Volume

VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

The vendor shall describe the system
environment, and the interface between |
user or operator and the system. The
vendor shall identify all facilies,
furnishings, fixtures, and utilities that will
be required for equipment operations,
including equipment that operates at the|

Polling place

n/a forBLM UG ; throughouteM
UG; throughouteS UG; n/a for
OVCS UG; PW Guide: entire
manual;n/a fa SS UG n/a for

TAB UG; n/a forTC UG; n/a for
TR UG; TRB Guide entire manual;
n/a forWHT Guide

Central count facility

n/a forBLM UG ; throughoutEM
UG; throughouteS UG; OVCS
UG Sec. 1.1 OVCS Overview: Eleq
Hgtrs; n/a foPW Guide; n/a forSS
UG ; TAB UG entire manual; n/a
for TC UG; TR UG entire manual;
n/a forTRB Guide; n/a forWHT
Guide

Other locations

Applies to Election Officials' site
for BLM UG ; EM UG: Election

Of fi ci &S UWGElediant e ;
headquarters warehousayCS

UG Sec. 1.10VCS Overview: Cen.
Count location in smaller
jurisdiction; n/a folPW Guide; SS
UG Sec. 1.1 OverviewElection
headquarters warehouSeAB UG
Sec. 1.1 Overview application that
manages data uploaded via TC &
OVCS units; 1.7 Network
Configuration; TC UG Sec. 1.1
Introduction;TR UG Sec. 1.1
Introduction; n/a folTRB Guide;
WHT Guide: WH Technician
duties are performed at the Electio
Warehouse

VI, 2.8.3

System Installation and Test
Specification

The vendor shall provide specifications f
validation of system installation,
acceptance, and readiness. These
specifications shall address all compone|
of the system and all locations of
installation (e.g., polling place, central
count facility), and shall address all
elements of system functiontgliand
operations identified in Subsection 2.3
above, including:

also Vol. [, 5.1.1 Software
Requirements, Software Source
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VVSG Requirement

Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

Prevoting functions

Vol. I, 2.2.3 Ballot and Program
Installation and Control

BLM UG Sec. 1.2 Installing and
Updating; Sec. 4 Replace the
Default Superuser; throughoM
UG; Sec. 1.4 Installing and
Updating;ES UG 1.6 Installing and
Updating; Sec. 2 Election Loading;
n/a forOVCS UG; PW Guide Sec.
2 Before Polls OperS UGSec. 1
Introduction; Sec. 2 Software
Loading; TAB UG Sec. 1
Introduction; Sec. 2 Using the
Tabulator; n/a folC UG; n/a for
TR UG; n/a forTRB Guide; WHT
Guide Sec. 1.6.1 Pr¥/oting
Equipment Preparation; Sec. 2
Starting Up and Shutting Down
OVD Units; Sec. 3 OVD Software
Overview; Sec. 4 Loading Updateg
Software on OVD Units; Sec. 5
Loading a New Election on OVD
Units; Sec. 6 Testing the Voting
Systems; Sec. 7 Preparing Poll
Location Equipment

Voting functions

n/a forBLM UG ; n/a forEM UG;
n/a forES UG; n/a forOVCS UG;
PW Guide Sec. 4 Typical vang;
Sec. 5 ADA voting procedure
utilizing the OVI; Sec. 6 Writéns;
Sec. 7 Provisional; n/@S UG n/a
for TAB UG; n/a forTC UG; n/a
for WHT Guide

Postvoting functions

n/a forBLM UG ; n/a forEMUG;
n/a forES UG; OVCS UG entire
manual;PW Guide Sec. 7 Close the
polls; Sec. 10 Reconciling ballots;
Sec. 11 Returning Supplies; 188
UG; TAB UG Sec. 1.1
Introduction; n/a folTlC UG; TR
UG Sec. 1.1 Introduction; n/a for
TRB Guide; WHT Guide Sec. 9
PostElection: Receiving
Equipment; Sec. 10 Electickudits;
Sec. 11 Special Election Sessions

General capabilities

EMUG Sec. 1 OverviepnES UG
Sec. 1 IntroductionOVCS UG Sec.
1.1 Introduction PW Guide Sec. 1
Introduction SS UGSec. 1
Introduction TAB UG Sec. 1
Introduction TC UG Sec. 1.1
Introduction; TR UG Sec. 1
Introduction TRB Guide Sec. 1
Introduction WHT Guide Sec. 1
Introduction

VII, 2.8.4

Operational Features

The vendor shall provide documentation
system operating features that meets the
following requirements:
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Corresponding VVSG
requirement(s) reference

Location(s) where verified is
located/comments by Wyle

A detailed description of all input, output,
control, and display features accessible {
the operator or voter

BLM UG screen shots and text;
EM UG screen shots and te@S
UG screen shots and texdVCS
UG screen shots and te@W
Guide screen shots and t&6S UG
screen shots and teXtAB UG text
and screen shots[C UG Sec. 1.5
Installing and UpdatingTR UG
screen shots and tedtRB Guide
screen shots and teXt/HT Guide
screen shots and text

Examples of simulated interactions to
facilitate underanding of the system and
its capabilities

BLM UG screen shots and text;
Appendix B Interface Error
Messages Appendix C BLM Syste
Limits; EM UG screen shots and
text; ES UG screen shots and text;
1.7 Election server configuration;
Sec. 2 Election load@ OVCS UG
screen shots and te@W Guide
screen shots and tex8S UGscreen
shots and texfTAB UG screen
shots and textTC UG screen shots
and text;TR UG screen shots and
text; TRB Guide screen shots and
text; WHT Guide screen shots and
text

Sanple data formats and output reports

Vol. Il, 2.1 Desc. Of the TDP,
Scope

Vol. |, 2.1.6 g. Election
Management System

BLM UG Sec. 9 Generate Reportg
EM UG Sec. 6 Report€S UG
Sec. 3 Log FilesDVCS UG Sec. 6
OVCS ReportsPW Guide Sec. 9
Close the pollsSS UGSec. 3 Logs
Menu; TAB UG Sec. 8.5.3 Test
tabulator accumulation and reportg
Sec. 8.5.4 Test tabulator reports;
TC UG screen shots and text. No
reports generated by TCR UG
Sec. 3 Reports; Sec. 4.1 Applicatid
log; TRB Guide: sample of Admin
log Sec. 2.4.3 Election password
required; Sec. 2.6.6 Printing an
election summary on the OV@gc.
2.6.7 Printing a close report
summary on the OVNWHT Guide
Sec. 10 Election Audits; Sec. 11
Special election Sessions

Illustrate and describe all statuslicators
and information messages

BLM UG screen shots and text;
Appendix B Interface Error
Messages Appendix C BLM Syste
Limits; EM UG screen shots and
text; App. A User Interface error
message<$S UG screen shots and
text; App. A User Interface Error
MessagesDVCS UG screen shots
and text; App. A User Interface
Error Message®?W Guide screen
shots and text; Sec. 13
TroubleshootingSS UGscreen
shots and text; App. A User
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requirement(s) reference

Location(s) where verified is
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Interface Error MessageSAB UG
screen shots and text; App. A Use
Interface Eror MessagesiC UG
screen shots and text; Appendix A
TR UG screen shots and text; App
A User interface error messages;
TRB Guide screen shots and text;
App. A Error Code TableVHT
Guide text and screen shots;
Appendix A OVD Administrative
Log Error Cales

VI, 2.8.5

Operating Procedures

The vendor shall provide documentation
system operating procedures that meets
following requirements:

also Vol. [, 5.1.1 Software
Requirements, Software Source

Provides a detailed description of
procedures required to initiate, control, ai
verify proper system operation.

BLM UG Appendix B Interface
Error Message€M UG Sec. 1.4
Installing and UpdatingeS UG
Sec. 1.6 Installing and Updating;
OVCS UG Sec. 1.6 Installing and
Updating; Sec. 1.7 Netwking; PW
Guide Sec. 3 Precinct Startus
UG Sec. 1.7 Installing and
Updating;TAB UG Sec. 1.6
Installing and UpdatingTC UG
Sec. 1.5 Installing and Updating;
TR UG Sec. 1.6 Installing and
Updating; Sec. 1.7 Network
Configuration and Setup; Sec. 2
Stating Tabulator Report§;RB
Guide Sec. 2.2 Startup Issues;
WHT Guide Sec. 2 Starting up ang
Shutting Down OVD Units

Provides procedures that clearly enable |
operator to assess the correct flow of
system functions (as evidenced by syste
generatedtatus and information
messages).

BLM UG App. B Interface Error
MessagesEM UG text and App. A
User Interface Error MessagésS
UG screen shots and text; App. A
User Interface Error Messages;
OVCS UG screen shots and text;
PW Guide screen shots and te8S
UG screen shots and teXtAB UG
screen shots and teXtC UG
screen shots and teXtR UG
screen shots and teXtRB Guide
screen shots and text; App. A Erro
Code TableWHT Guide screen
shots and text

Provides procedures that clearly enable |
operator to intervene in system operatior
to recover from an abnormal system stat

BLM UG Sec. 11.3 Handling
system failures; App. B User
Interface Error MessageEM UG
text and App. A User Interface Errg
MessagesES UG screen shots and
text; Secl1.9 Handling System
Failures; and Appendix A User
Interface Error Messa